How to Install, Configure and Use FileZilla
(Macintosh Client for sFTP)

The sFTP secure File Transfer Protocol (also known as SSH File Transfer Protocol) allows you to
transfer patient datasets to and from IDT’s server securely. All data transfers are encrypted
and we create a dedicated account for each user which is password protected so no-one else
can access it.

In order to access your sFTP account, you need to install some client software on your
computer.

If you are using a Windows PC please download and install WinSCP
If you are using a Macintosh computer please download and install FileZilla.

Step 1:

Go to https://filezilla-project.org and select Download FileZilla Client.
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& Mac App Store

We recommend the Free version.


https://filezilla-project.org/

PLEASE NOTE:

There may be some advertisements on the Download page. We do not
recommend downloading or installing any product other than FileZilla.

Step 2:

If you see this message click Allow

Step 3:

Do you want to allow downloads on “filezilla-
project.org”?

You can change which websites can download files in
Websites Preferences.

Cancel Allow

The FileZilla installation file will go into your “Downloads” folder by default. Use the “Go”
menu (or click the down-arrow at the top right of the Safari screen) to access your
Downloads folder, and double-click the FileZilla installation file to decompress it..
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Step 4:

Drag the FileZilla App into your “Applications” folder.
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How To Configure FileZilla

Step 1:
Click the FileZilla icon in your Applications folder or in Launchpad to launch the
application. Click Open if prompted.
“FileZilla.app” is an application downloaded from
y _ the Internet. Are you sure you want to open it?
@ Safari downloaded this file today at 11:56 from
Pu— heanet.dl.sourceforge.net.
? Show Web Page Cancel
Please follow the instructions below. You should only be required to complete these
steps once.
Step 2:

Enter the following on the top line of FileZilla:

Host: idtl.tzo.com

Username: the User name supplied by IDT
Password: the Password supplied by IDT
Port: 22

Then click Quickconnect
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Step 3:

If you see the following screen, please click OK. You will only see it the first time you
connect to the server.

'@ 0O Host key mismatch

Warning: Potential security breach!

The server's host key does not match the key that has been
cached. This means that either the administrator has changed
the host key, or you are actually trying to connect to another
computer pretending to be the server.

If the host key change was not expected, please contact the server administrator.
Details for new key:

Host: idtl.tzo.com:22
Fingerprint: ssh-rsa 2048 48:42:ce:e8:f4:fd:75:c8:a6:17:25:0b:89:3f:91: 8f

Trust the new key and carry on connecting?
_ Update cached key for this host

Please Note:

The next time you use FileZilla, you can simply select your login information from the
dropdown to the right of the “Quickconnect” button:

e 06 sftp://bb96HKwB@idt1.tzo.com - FileZilla
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Host: |sftp:/ fidt1.tzo.con! Username: GEENNMENE | Password: sesessessees  Port: || | [ Quickconnect |” (iear quickconnect bar

Status: Connecting to idt1.tzo.com... Clear history

Status; Connected to idtl.tzo.com

Status: Retrieving directory listing... sftp:/ /N @idt1.tzo.com
Status: Listing directory / =

Status: Directory listing of */" successful

You are now ready to start using FileZilla to transfer some files.



How To Use FileZilla

Step 1:

Click the FileZilla icon in your Applications folder or in Launchpad.

Step 2:

If you have already configured FileZilla (see previous section), select your login
information from the dropdown to the right of the “Quickconnect” button:

(NSNS sftp://bb96HKw8@idt1.tzo.com - FileZilla
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Host: |sftp://idtl.tzo.com Username: (NN Password: sssesssssess Port: | | | Quickconnect Clear quickconnect bar
Status: Connecting to idt1.tzo.com... Clear history
Status: Connected to idtl.tzo.com
Status: Retrieving directory listing... sftp:/ /M @idt]1.tzo.com
Status; Listing directory / o
Status: Directory listing of "/" successful

Step 3:
You will see two panes as shown below.

e The Left Pane shows the folders on your computer. Itis normally set to show the files
on your Desktop.

e The Right Pane shows your folders on IDT’s server. The datasets that have been
prepared for you by IDT will be in the From_IDT folder. No one else can see these files.

To receive files From_IDT:

e Please double-click the folder that you want to copy files from (e.g. From_IDT).

e Please drag the file that you want to copy to the Left Pane and it will be copied to your
Desktop.
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File transfer successful, transferred 37,060,608 bytes in 8 seconds
Disconnected from server

Retrieving directory listing of “/From_IDT",,,
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To send files To_IDT:

Please make sure the file you want to send is on your Desktop

Please drag the file from the Left Pane to the To_IDT folder.
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